
CDX LOG IN  LOGIN.GOV

Existing CDX users NEW to Login.gov
(State and non-EPA users)



WHY THE TRANSITION TO 
LOGIN.GOV?

 Starting on August 2, 2024, CDX will transition to using Login.gov for all user 
verification, including for the NPDES eReporting Tool (NeT) and Network Discharge 
Monitoring Report (NetDMR). 

 This change is part of ongoing efforts to enhance security and streamline access to our 
services.

 The Login.gov implementation aligns with OMB Memo M-22-09 “Moving the U.S. 
Government Toward Zero Trust Cybersecurity Principles” and provides best practices for 
defense against sophisticated phishing attacks.

 Login.gov is a standard, secure government authentication tool used by more than 47 
agencies and states. 

https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf


EXISTING CDX USERS

1. Go to 
https://cdx.epa.gov/

2. Type in User ID

3. Click Next

https://cdx.epa.gov/


EXISTING CDX USERS

4. Next, you’ll be asked 
to type in your CDX 
password

5. Click Login to 
continue



EXISTING CDX USERS

6. Select the "Login with Login.gov" button below to migrate your account to 
Login.gov. 

• Once migrated, you will no longer need your CDX password to login and will instead 
use your Login.gov credentials for authentication.



EXISTING CDX USERS

• You will be redirected to the Login.gov
7. Click “Process to Login.gov” to continue 



EXISTING CDX USERS- LOGIN.GOV ACCOUNT

8. If you have a CDX account, but not a Login.gov 
account click on, “Create an account”

• Type in your email
• Select language preference
• Read the Rules of Use, select the radio button
• Click “Submit” to continue 



LOGIN.GOV ACCOUNT CONFIRMATION

• You will receive an email with a link to 
confirm your email address is the correct 
email associated with your Login.gov 
account.

9. Access email
10. Confirm email 
address

• Make sure to 
check SPAM 
folder



LOGIN.GOV ACCOUNT CONFIRMATION

11. Create password for the Login.gov 
account

12. Confirm the password by retyping 
password

13. Click “Continue” 



AUTHENTICATION 

14. Authentication method setup:

• Add an additional layer of protection to your 
Login.gov account by selecting a multi-factor 
authentication method.

• We recommend you select at least two different 
options in case you lose one of your methods.

15. Click “Continue” 



AUTHENTICATION 
OPTIONS 

• Authentication application:

• Download or use an 
authentication app of your choice 
to generate secure codes.



AUTHENTICATION 
OPTIONS 

• Text or voice message:

• Receive a secure code by (SMS) 
text or phone call.



AUTHENTICATION 
OPTIONS 

• Backup codes:

• A list of 10 codes you can print or 
save to your device. When you 
use the last code, we will 
generate a new list. Keep in mind 
backup codes are easy to lose.



AUTHENTICATION 
OPTIONS 

• Security key:

• Connect your physical security 
key to your device. You won’t 
need to enter a code.



BACK TO CDX

16. Once backup codes are added,  click 
on “Agree and continue”



CONGRATS!

You have successfully migrated to Login.gov
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